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My name is Ming Zhen Ho, Senior Associate Product Manager at Equinix. and today I’ll show you
user deactivation and user termination by a master administrator. A master administrator can
deactivate and terminate any users in the organization even if the other user is also a master
administrator. However, an IBX administrator can only deactivate and terminate a normal user
and IBX admin will not be able to terminate or deactivate another master admin or another IBX
admin.
Okay so in order to deactivate a user what a master admin needs to do is to go to the
Administration tab navigate to ‘User Management,’ and you will see a list of all the users in your
organization.
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You have to locate the user that you want to deactivate. Click on the ‘Ellipsis’ button and you
will see the ‘Deactivate User’ action here. If you click on this you'll notice that you can deactivate
the user.

There are two options for you to choose. You can deactivate the user now, which will be effective upon
clicking the activation button, or you can schedule this deactivation for later. By deactivating a user you
are not removing the user from your organization. You are simply deactivating the user so the user does
not have access into ECP temporarily until you activate the user account again. So the user profile and all
the user’s data or the user's permissions will still exist in ECP until you activate the account again and the
user can access the account as per normal with no data being removed.
So deactivation is only restricting the users access into ECP temporarily. And there are two options for you
to do, so you can either choose by deactivating now or scheduling the deactivation for late at a later date.
And upon the date that you have selected the deactivation will take place. I will go ahead and deactivate
the user now just to show you.
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The green status bar at the top of the page confirms that this user account has been successfully
deactivated and the security access unenrollment form has also automatically been submitted. You
do not have to worry about the security access unenrollment form as this this form is not visible on
ECP any longer. This also means that this user will not be able to access any IBX when the user is
deactivated.

You'll notice that immediately the user status would show that it is ‘Deactivated.’ If you would like
to activate the user again, all you need to do is click ‘Reactivate This User.’
Do note that even while this user is deactivated, you can still view the profile of this user you can
still manage the permissions of this user because this user only loses the temporary access into
ECP. The user cannot log into their ECP account. However you can still manage the permissions of
this user because the user still exists in your organization.
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If I click ‘Reactivate the User,’ it's the same pop-up from the deactivation sequence. I can choose
to reactivate now or schedule this reactivation for later. I will just reactivate this user now and
the change will take place immediately. It will show that the account has been successfully
reactivated.

If I want to remove this user entirely from my organization, I can find their name and click on the
'Ellipse" button, and then the 'Terminate User' option. If I click on this terminating a user is
permanent--this user would permanently lose access into ECP. If the user needs account in ECP
again we cannot get this account back and they will have to create a brand new account So we
tell you that this action cannot be undone and we do include a box for a reason for termination,
just in case. And so once I’ve filled that out, I can click on the 'Yes, Terminate User' button.
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Once this is done it will tell you that 1AprilTest has been successfully terminated and you will not
be able to see the user in this list anymore because it is removed from your organization.
However, through the User Status, you can find a list of Terminated Users. If I were to select this
and apply, you can see the list of all terminated users.

1Apriltest is the user that I’ve just terminated. This is a view-only note data. You will notice that
there's nothing you can do to bring this user back and there's nothing you can do to this account
anymore.

That concludes this demo. Thanks for watching.
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